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Frama-C at a Glance
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Frama-C and WP: A brief history



  5 / 32

ACSL: ANSI/ISO C Specification Language
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Motivation: Global Properties
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First Case Study
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Examples of High-Level Properties

● A non-privileged user never reads a privileged (private) data page
● A privileged user never writes to a non-privileged (public) page
● A non-privileged user cannot decrypt an encrypted data page
● The privilege level of a page cannot be changed unless...
● The privilege level of a user cannot be changed unless…
● A free page cannot be read or written, and must contain zeros

Such properties can be expressed as 
● Constraints on reading / writing operations, calls to some functions,
● Strong or weak invariants
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Second Case Study: 
A Smart House
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Solution: Meta-properties, or HILARE 
(High-Level ACSL Requirements)
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Available Contexts
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Illustration of \writing Context
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HILARE Translation Example
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Automatic Assessment of HILARE’s
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Translation into Assertions
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Typing Issue during Translation
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Typing Issue: Possible Solution
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Relating Several States: Labels in HILARE
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Examples for First Case Study
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Additional Proof Hints
● Specify a HILARE footprint

– Identify all variables a HILARE relies on
– Specify modification rules for them

● Prove the absence of runtime errors (undefined behavior)

– Nothing is ensured if undefined behavior can occur
● For scalability, insert assertions as check’s rather than assert’s

– In ACSL, asserts are proved and kept in proof context
● Lemma HILARE’s: assist the prover

– A HILARE can need assertions to be proved
– Difficult to insert them all manually
– Another HILARE (translated into asserts) can do that 
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Install Frama-C and MetAcsl
Installation instructions using opam (v.2):

● opam update

● opam switch create 4.08.1_fc22 ocaml-base-compiler.4.08.1

● eval `opam env`

● opam install depext

● opam depext frama-c.22.0

● opam install alt-ergo.2.3.2 why3.1.3.3 frama-c.22.0 frama-c-metacsl.0.1

● why3 config –detect

Run MetAcsl to instantiate HILARE’s and WP to prove the program: e.g. 
● frama-c-gui myfile.c -meta -meta-checks -meta-no-simpl -meta-number-assertions  -then-last -wp -wp-rte
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Example: Strong Invariant
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Example: Weak Invariant
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Example: Reading Context
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Example: Writing Context
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Real-Life Case Study: Wookey

● Wookey: Secure open-source USB storage 
device

● Developed by ANSSI
● Wookey Bootloader: a highly critical module
● Security properties specified with HILARE’s
● Fully verified with MetAcsl and WP
● For more detail, see [FormaliSE’21]
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Conclusion
● HILARE’s: a very convenient solution to specify global properties

– Security properties (isolation, integrity, confidentiality)

– Expressive thanks to ACSL (e.g. \separated, \forall) and several contexts

– Explicit global view of what is proved (for verification engineers, evaluators...)

● MetAcsl enables HILARE proof/testing with WP, EACSL…

– Proof without overloading proof context, scales very well (due to ACSL checks)

– Lemma HILARE’s can help to prove other HILARE’s
● Used in large-scale verification projects

Future Work
● Reasoning on HILARE’s 

● Automatic verification that no variable is left unspecified in a predicate footprint 

● A more convenient view of HILARE’s (easier to specify? model-based view?)
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